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new

new

new

second

new

djoin /provision /domain <target domain>
/machine <new machine name> /savefile <filename>

djoin /requestODJ /loadfile <filename> 
/windowspath <path to new machine’s %windir%>
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http://connect.microsoft.com/ADBPA

additional scenarios MUST be actionable to qualify though

Import-Module BestPractices

Invoke-BPAmodel Microsoft\Windows\DirectoryServices

Get-BPAresult Microsoft\Windows\DirectoryServices

http://connect.microsoft.com/ADBPA
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the foundation and future of Active Directory administration

the emerging de-facto standard for automation and management

Windows 7 or Windows Server 2008 R2

PowerShell V2.0

ADWS (or ADMG) on suitable DC(s)
cmdlets/provider don’t speak LDAP
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Server Manager / Windows Server 2008 R2’s DCpromo

the Remote Server Admin Tools for Windows 7 client (RSAT)

PS C:\> import-module ActiveDirectory

PS C:\> Get-Command -module ActiveDirectory

~90 AD-specific cmdlets for both DS & LDS
entirely consistent syntax and output model

passes well-known, property-rich data between cmdlets

consistent management of Windows Server roles ‘out-of-the-box’



TechReady9 1/16/2010

© 2009 Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may be registered trademarks and/or trademarks in the U.S. and/or other countries.

The information herein is for informational purposes only and represents the current view of Microsoft Corporation as of the date of this presentation.  Because Microsoft must respond to changing market conditions, 

it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information provided after the date of this presentation.  

MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION. 15



TechReady9 1/16/2010

© 2009 Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may be registered trademarks and/or trademarks in the U.S. and/or other countries.

The information herein is for informational purposes only and represents the current view of Microsoft Corporation as of the date of this presentation.  Because Microsoft must respond to changing market conditions, 

it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information provided after the date of this presentation.  

MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION. 16



TechReady9 1/16/2010

© 2009 Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may be registered trademarks and/or trademarks in the U.S. and/or other countries.

The information herein is for informational purposes only and represents the current view of Microsoft Corporation as of the date of this presentation.  Because Microsoft must respond to changing market conditions, 

it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information provided after the date of this presentation.  

MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION. 17



TechReady9 1/16/2010

© 2009 Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may be registered trademarks and/or trademarks in the U.S. and/or other countries.

The information herein is for informational purposes only and represents the current view of Microsoft Corporation as of the date of this presentation.  Because Microsoft must respond to changing market conditions, 

it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information provided after the date of this presentation.  

MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION. 18

PS C:\> reset-ADServiceAccountPassword <MSA>

PS C:\> nltest /sc_change_pwd:<SAMAcctName>

PS C:\> New-ADServiceAccount –Name {MSA name} –Path {directory path}

Add-ADServiceAccount –Identity {FQDN} -ServiceAccount {MSA}

Install-ADServiceAccount –Identity {MSA}
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foreach (object in set(deletedObjects_in_writableNCs)) {

add(object, “isRecycled”, “TRUE”);  // Replicated operation

)

Enable-ADOptionalFeature ‘Recycle Bin Feature’ –Scope ForestOrConfigurationSet
–Target {target DC or LDS-instance DN}

Get-ADObject –Filter {<suitable filter>} –IncludeDeletedObjects | Remove-ADObject

<

Get-ADObject -Filter {displayName -eq "Mary"} -IncludeDeletedObjects | Restore-ADObject
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\0ADEL:…

\0ADEL:…

\0ADEL:…

\0ADEL:…

\0ADEL:...

Delete

\0ADEL:…
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ntdsutil "Set DSRM Password" "Sync from domain account <suitable user> " q q
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Windows Server 2008 R2 introduces new domain/forest 
functional level (4)

With this minimum requirement… ... you get these features

One or more Windows 7 clients or 

Windows Server 2008 R2 member servers

Offline Domain Join

Managed Service Accounts

+ one or more Web Services (ADMG 

included) instances

Active Directory Administrative Center

PowerShell for Active Directory Module

+ one or more Windows Server 2008 R2 

Domain Controllers

Best Practices Analyzer

DSRM Password Sync. 

- (QFE also available for Windows Server 2008)

+ Windows Server 2008 R2 Domain 

Functional Level

Authentication Mechanism Assurance

* enhanced MSA-SPN management

+ Windows Server 2008 R2 Forest 

Functional Level
Recycle Bin
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Object deletion in WS08: Object deletion in WS08 R2:

isDeleted=TRUE isDeleted=TRUE; isRecycled=NULL

lastKnownParent set lastKnownParent, ms-DS-lastKnownRDN

set

Moved to the DeletedObjects container Moved to the DeletedObjects container

DN is mangled

•rDN beyond 128 char would be 

truncated 

•Hierarchy is effectively flattened

DN is mangled

•rDN beyond 128 char would be 

truncated 

•Hierarchy is effectively flattened

All but a few non-linked attributes (e.g. 

GUID, SID, sidHistory, etc.) are preserved

All non-linked attributes are preserved

All linked attributes (e.g. 

member/memberOf) are stripped away

All linked attributes are preserved

Only visible with ShowDeletedObjects LDAP 

control

Only visible with ShowDeletedObjects LDAP 

control

Purged after tombstoneLifetime expires Purged after deletedObjectLifetime

expires if that value is set, else after 

tombstoneLifetime expires

Object restoration in WS08: Object restoration in WS08 R2:

Delete isDeleted attribute Delete isDeleted attribute

Change DN based on 

lastKnownParent and mangled DN

Change DN based on 

lastKnownParent and ms-DS-

lastKnownRDN

Only some non-linked attributes 

(e.g. GUID, SID, sidHistory, etc.) are 

restored  import old values from 

snapshots

All non-linked attributes are 

restored

None of the linked attributes (e.g. 

member/memberOf) are restored 

 regenerate links using LDIFs 

from auth restore

All linked attributes, even cross-

domain links, are restored

Tool: ldp.exe Tool: ldp.exe, Active Directory 

PowerShell
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http://technet.microsoft.com/en-us/library/dd378897(WS.10).aspx
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